ERC-20 PROJECT & CONTRACT AUDIT / AUDIT PERFORMED BY DESSERT FINANCE

“ " DESSERT

AQUARIUM (AQUA)
ERC-20 Audit

Performed at block 17913761

PERFORMED BY DESSERT FINANCE
FOR ADDRESS: 0x52263d1e3268b6da9fff513b3521ac9621b2b19b

VERIFY THIS REPORTIN.THE @DESSERTSWAP TELEGRAM, CLICK HERE



https://t.me/dessertswap
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INITIAL DISCLAIMER

Dessert Finance provides due-diligence project audits for various projects. Dessert
Finance in no way guarantees that a project will not remove liquidity, sell off team
supply, or otherwise exit scam.

Dessert Finance does the legwork and provides public information about the project in
an easy-to-understand format for the common person.

Agreeing to an audit in no way guarantees that a team will not remove all liquidity
(“Rug Pull”), remove liquidity slowly, sell off tokens, quit the project, or completely exit
scam. There is also no way to prevent private sale holders from selling off their tokens.
It is ultimately your responsibility to read through all documentation, social media
posts, and contract code of each individual project to draw your own conclusions and
set your own risk tolerance.

Dessert Finance in no way takes responsibility for any losses, nor does Dessert Finance
encourage any speculative investments. The information provided in this audit is for
information purposes only and should not be considered investment advice. Dessert
Finance does not endorse, recommend, support, or suggest any projects that have
been audited. An audit is an informational report based on our findings, We
recommend you do your own research, we will never endorse any project to invest in.



DessertDoxxed

DessertDoxxed is a KYC service offered by Dessert Finance that allows projects to do a
private face reveal matched with an I.D to allow founders / team members to privately
Doxx themselves to Dessert Finance.
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Contract Code Audit — Token Overview

Contract Name

AQUARIUM

Compiler Version

V0.8.18+COMMIT.87F61D96

Contract Deployer Address

0x474E2e6AfFF8D38a015E45735F2a07850880d01F

N
~

Contract Address

0X52263D1E3268B6DA9FFF513B3521AC9621B2B19B

Total Supply
1,000,000,000AQUA

Decimals

9




ERC-20 Contract Code Audit — Overview

Dessert Finance was commissioned to perform an audit on AQUARIUM (AQUA)

Contract Address
0x52263d1e3268b6daofff513b3521ac9621b2b19b

TokenTracker
AQUARIUM (AQUA)

Contract Creator
Ox474E2e6AfFF8D38a015E45735F2a07850880d01F

pragma solidity o - B

Source Code
abstract contract Context { Contract Source Code Verified

() internal view virtual
wer

mSH. Ser

Contract Name
AQUARIUM

TP RS aiecnst via ‘ Other Settings

default evmVersion, MIT

\ Compiler Version
v0.8.18+commit.87f61d96

Optimization Enabled
Yes with 200 runs

Code is truncated to fit the constraints of this document.
The code in its entirety can be viewed here.

(address indexed from, address ind
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The contract code is verified on Etherscan.



https://etherscan.io/address/0x52263d1e3268b6da9fff513b3521ac9621b2b19b#code

ERC-20 Contract Code Audit — Vulnerabilities Checked

Vulnerability Tested Al Scan Human Review Result

Compiler Errors Complete Complete v Low / No Risk

Outdated Compiler Version Complete Complete v Low / No Risk

Integer Overflow Complete Complete v Low / No Risk

Integer Underflow Complete Complete v/ Low / No Risk

Correct Token Standards Implementation Complete Complete v Low / No Risk

Timestamp Dependency for Crucial Functions Complete Complete v/ Low / No Risk

Exposed _Transfer Function Complete Complete v/ Low / No Risk

Transaction-Ordering Dependency Complete Complete v/ Low / No Risk

Unchecked Call Return Variable Complete Complete v/ Low / No Risk

Use of Deprecated Functions Complete Complete v/ Low / No Risk

Unprotected SELFDESTRUCT Instruction Complete Complete v/ Low / No Risk

State Variable Default Visibility Complete Complete v/ Low / No Risk

Deployer Can Access User Funds Complete Complete / Low / No Risk

The contract code is verified on Etherscan.

The vulnerabilities listed above were not found in the token’s Smart Contract.




Contract Code Audit — Contract Ownership

Contract Ownership has been renounced at the time of Audit

The contract ownership is
currently renounced.

We have placed the contract
owner address below for your
viewing:

0x0000000000000000000000000000000000000000
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https://etherscan.io/address/0x0000000000000000000000000000000000000000

Contract Code Audit — Owner Accessible Functions

Function Name

renounceCwnership

transferCwmership

setTrading

blockBots

unblockBot

setFee

sethviinSwapTokensThreshold

toggleSwap

sethaxTxn Amount

sethiaxWalletSize

excludeMultiple AccountsFromFees

Parameters Visibility

address newOnmer

bool _tradingOpen

address[] memory bots

address notbot

pint? 56 redisFeeOnBuy, uint?56 redisFeeOnSell, mint256
taxFeeOnBuy, uint?56 taxFeeOnSell

uint256 swapTokens At Amount

bool swapEnabled

uint2 56 maxTxAmouit

nint?56 maxWalletSize

address[] calldata accounts, bool excluded

Audit Notes

onlyOwmer modifier is detected. Owmer can call this function if
the confract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the confract is not renounced.

onlyOvmer modifier is detected. Owner can call this function if
the contract is not renounced.

onlyOwmer modifier is detected. Owmner can call this function if
the contract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the contract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the contract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the contract is not renounced.

onlyOvmer modifier 15 detected. Owmer can call fhis function if
the contract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the confract is not renounced.

onlyOwmer modifier is detected. Owmer can call this function if
the confract is not renounced.

onlyOvmer modifier is detected. Owner can call this function if
the contract is not renounced.

The functions listed above can be called by the contract owner.

If contract ownership has been renounced there is no way for the above listed functions to be called.
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Liquidity Ownership — Locked / Unlocked

Locked liquidity information has been found.

X XK X XK XK X X

This page will contain links to locked liquidity for the project if we are able to locate that
information. Locked liquidity information is shown below. Please click links for more
information.

1) https://app.uncx.network/amm/uni-
v2/pair/0x7213a7009f6ele0dcbh92281c470231dc29c83a69



https://app.uncx.network/amm/uni-v2/pair/0x7213a7009f6e1e0dcb92281c470231dc29c83a69
https://app.uncx.network/amm/uni-v2/pair/0x7213a7009f6e1e0dcb92281c470231dc29c83a69

Contract Code Audit — Mint Functions

This Contract Cannot Mint New AQUA Tokens.

We do understand that sometimes
mint functions are essential to the
functionality of the project.

A mint function was not found in
the contract code.
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Contract Transaction Fees

At the time of Audit the transaction fees (“tax”) listed below are the fees associated with
trading. These fees are taken from every buy and sell transaction unless otherwise stated.
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Website Part 1 — Overview
www.aquariumtoken.com

A PLATFORM THAT IS STRAIGHTFORWARD AND
USER-FRIENDLY, PROFESSIONAL YET ACCESSIBLE
TO ANYONE.

Above images are actual snapshots of the current live website of the project.

Website was registered on 08/06/2023, registration expires 08/06/2024.

X This meets the 3 year minimum we like to see on new projects.
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http://www.aquariumtoken.com/

Website Part 2 — Checklist

Mobile Friendly
No JavaScript Errors

Spell Check

NN =X

SSL Certificate

The website contained no severe JavaScript errors. No typos, or grammatical errors were
present, and we found a valid SSL certificate allowing for access via https.

No additional issues were found on the website. Minor JavaScript errors are shown on
the following page.
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Website Part 3 — Responsive HTML5 & CSS3

No issues were found on the Mobile
Friendly check for the website. All
elements loaded properly and browser
resize was not an issue. The team has put
a considerable amount of thought and
effort into making sure their website
looks great on all screens.

No severe JavaScript errors were found.
No issues with loading elements, code, or
stylesheets. Minor JavaScript errors were
found and shown below.

€ Uncaught SyntaxError: SEtm5445 . himl:]
Unexpected token '<'

€ Uncaught SyntaxError: email-decode.min.js:1
Unexpected token '<'

€@ Fai fwww.poogletapmanage.ml?id=GTM-NHSVEZN:1

led to load resource: the server responded with
& status of 484 ()

A P*W THAT IS
STRAIGHTTORWARD AND

USER-FRIENDLY
PROFESSIONAL YEI
ACCESSIBLE TO ANYONE.
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Website Part 4 (GWS) — General Web Security

SSL CERTIFICATE
A valid SSL certificate was

found. Details are as follows:

Offered to: aquariumtoken.com
Issued by: ZeroSSL

Valid Until: Nov 2023

CONTACT EMAIL

A valid contact email was
found on the official
website. Contact email is
listed as shown below:

Contact

contact@aquariumtoken.com

SPAM / MALWARE / POPUPS

No malware found
No injected spam found
No internal server errors

No popups found

Domain is marked clean by
Google, McAfee, Sucuri
Labs, & ESET




Social Media

We were able to locate a variety of Social Media networks for the project.

All links have been conveniently placed below.

Twitter Telegram Medium

-
o
o
o
Ll
o
L
(a]
[T ¥
=
—
.
O
©)
(%}

\/At least 3 social media networks were found.



https://twitter.com/Aquariumtoken
https://aquariumtoken.medium.com/
https://t.me/AquariumToken
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Top Token Holders

The top token holders at the time of the audit are shown below.

Click here to view the most up-to-date list of holders

AQUARIUM Top 100 Token Holders

Source: Etherscan.io

OTHER ACCOUNTS
% - 0x7213a7009f6e1e0dcb92281¢470231dc29c83a69

(Uniswap V2: AQUA 29)

/ Oxee0a07ff0d7077c8eca3a03a699ff3b958f16033
0x3a361e39f101cc5a9b0df97b9fe93c1687901bea

*\\\l 0x7b029890592413a7de72e1d6f400bcfc40945236

\ : Oxed6a768fb6e7f10079e1b5a465ba7ea6920a8726
\ “—— 0xa207e7fc9eabab628115fdb64b50a298fb046ebd

0xb63b86504b57a0455fd94dda52eb8f765d8078fe \ Oxc8a4e81edbe237a5f055e5e919f92fd78989f692
0x2028848533ee01931bde47cfcd2dbbc237ecdfe2 — — — 0xb59d5e7a08e6c3b032a786e1648dadbca924b94b
0xc11e048cce2b8d951140ebce4d750f47471f9cc2 0xc98c18e8692ad04670al5849063ac3fe0cfbe902


https://etherscan.io/token/0x52263d1e3268b6da9fff513b3521ac9621b2b19b#balances

Location Audit

The primary location for the project has been declared as USA.
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Team Overview

Team information was found in the project whitepaper and has been posted below.

Team

[DEV]: Ryan is a talented developer within the AQUARIUM team with extensive experience in the
cryptocurrency field. Active in the industry since 2020, Ryan has demonstrated his expertise both
as an investor and a developer. His passion for blockchain and decentralized technologies has led
him to participate in numerous successful projects over the years.

With his in-depth knowledge of the Solidity language and JavaScript for Web3 dApp development,
Ryan is a crucial point of reference within the team. His technical skills and understanding of the
dynamics of the cryptocurrency world enable him to actively contribute to the realization of
innovative and cutting-edge solutions.

Throughout his career, Ryan has shown his ability to handle complex projects and is an tireless
problem solver. His problem-solving attitude makes him a valuable asset for the AQUARIUM
ecosystem, where he actively commits to advancing the company's mission: to create a safe and
accessible environment for participation in decentralized finance (DeFi).

[CEO]: Blake is a dynamic and passionate leader in the cryptocurrency field, currently serving as
the CEO of AQUARIUM. With experience dating back to 2021, Blake has demonstrated his ability to
navigate successfully in the world of cryptocurrencies, both as an investor and in community
management.

His deep understanding of the industry and his skill in analyzing the needs of the community
enable him to offer impeccable management that is attentive to the users' needs. His ability to
discern emerging trends in the cryptocurrency world allows him to guide the AQUARIUM project
towards new opportunities for growth and innovation.

(D Remember, you will never receive a message from us first on Telegram or Twitter, so
please be cautious and report any potential scammers in our telegram group, and we will
take care of banning them!
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Roadmap

A roadmap was found on the official website, we have conveniently
placed it on this page for your viewing.

Phase 1-2023

Team Formation
Concept Creation

Utility Development

Social Network Integration Phase 3 - 2023/2024
S Listing on CEXs

AT NET Giveaway Implementation of Locker on Shibarium

Uniswap Launch Aquarium Testnet
Aguarium Mainnet
Partnership with Shibarium
Phase 2 - 2023
New Marketing Plan

CMC and CG Listing Achievement of 5,000+ holders

Twitter (X)/Youtube/TikTok Ads

New Ambassadors on Twitter
Partnerships through Staking and Swap
Shibarium Launch

Utility Integration into L2

Certik Audit
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Disclaimer

The opinions expressed in this document are for general informational
purposes only and are not intended to provide specific advice or
recommendations for any individual or on any specific investment. It is only
intended to provide education and public knowledge regarding projects. This
audit is only applied to the type of auditing specified in this report and the scope
of given in the results. Other unknown security vulnerabilities are beyond
responsibility. Dessert Finance only issues this report based on the attacks or
vulnerabilities that already existed or occurred before the issuance of this
report. For the emergence of new attacks or vulnerabilities that exist or occur in
the future, Dessert Finance lacks the capability to judge its possible impact on
the security status of smart contracts, thus taking no responsibility for them.
The smart contract analysis and other contents of this report are based solely
on the documents and materials that the contract provider has provided to
Dessert Finance or was publicly available before the issuance of this report
(issuance of report recorded via block number on cover page), if the documents
and materials provided by the contract provider are missing, tampered, deleted,
concealed or reflected in a situation that is inconsistent with the actual
situation, or if the documents and materials provided are changed after the
issuance of this report, Dessert Finance assumes no responsibility for the
resulting loss or adverse effects. Due to the technical limitations of any
organization, this report conducted by Dessert Finance still has the possibility
that the entire risk cannot be completely detected. Dessert Finance disclaims
any liability for the resulting losses.

Dessert Finance provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Even projects with a
low risk score have been known to pull liquidity, sell all team tokens, or exit-
scam. Please exercise caution when dealing with any cryptocurrency related
platforms.

The final interpretation of this statement belongs to Dessert Finance.

Dessert Finance highly advises against using cryptocurrencies as speculative
investments and they should be used solely for the utility they aim to provide.
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THANK YOU!

T FINANCIfIR,GﬂECT AUDIT HAS BEEN COMPLETED FOR AQUA AT BLOCK NUMBER: 17913761
THIS AUDIT IS ONLY VALID IF VIEWED ON HTTPS://WWW.DESSERTSWAP.FINANCE

www.dessertswap.finance
https://t.me/dessertswap



http://www.dessertswap.finance/
https://t.me/dessertswap
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