MATRIX PROTOCOL (MTX) / BEP-20 PROJECT & CONTRACT AUDIT / AUDIT PERFORMED BY DESSERT FINANCE

Matrix Protocol (MTX)
BEP-20 Audit

Performed at block 12486518

PERFORMED BY DESSERT FINANCE
FOR CONTRACT ADDRESS: 0xe28832f94A099d3eD4c6IEF805330168556b4179
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INITIAL DISCLAIMER

Dessert Finance provides due-diligence project audits for various BSC projects.
Dessert Finance in no way guarantees that a project will not remove liquidity,
sell off team supply, or otherwise exit scam.

Dessert Finance does the legwork and provides public information about the
project in an easy-to-understand format for the common person.

Agreeing to a project audit can be seen as a sign of confidence and is generally
the first sign of trust for a project, but in no way guarantees that a team will
not remove all liquidity (“Rug Pull”), sell off tokens, or completely exit scam.
There is also no way to prevent private sale holders from selling off their
tokens. It is ultimately your responsibility to read through all documentation,
social media posts, and contract code of each individual project to draw your
own conclusions and set your own risk tolerance.

Dessert Finance in no way takes responsibility for any losses, nor does Dessert
Finance encourage any speculative investments. The information provided in
this audit is for information purposes only and should not be considered
investment advice.
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DessertDoxxed

DessertDoxxed is a service offered by Dessert Finance that allows projects to do a
private face reveal matched with an 1.D to allow founders / team members to privately
Doxx themselves to us. This allows an added layer of security to the projects team but

also allows an added layer of confident to project supporters.

v/ The founder of this project has been DessertDoxxed
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Contract Code Audit — Token Overview

Contract Name

MatrixProtocol

Contract Address

OXE28832F94AA99D3ED4C61EF805330168556B4179

Compiler Version

v0.6.12+commit.27d51765

Total Supply

1,000,000,000,000,000 MTX

Contract Deployer Address

0x57f142F79af4A66A1DE07015AA7324b64247BdEF

Current Owner Address

0xff6d35088a8748475e6fc508547ec9279f3e513b




BEP-20 Contract Code Audit — Overview

Dessert Finance was commissioned to perform an audit on Matrix Protocol (MTX)

Contract Address
0xe28832f94Aa99d3eD4c61EF805330168556b4179

TokenTracker
Matrix Protocol (MTX)

Contract Creator
0x57f142f79af4a66a1de07015aa7324b64247bdef

Source Code
Contract Source Code Verified

Contract Name
MatrixProtocol

Other Settings
Compiler Version
v0.6.12+commit.27d51765

Optimization Enabled
Yes with 2000 runs

Code is truncated to fit the constraints of this document.
The code in its entirety can be viewed here.
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The contract code is verified on BSCScan.



https://bscscan.com/address/0xe28832f94Aa99d3eD4c61EF805330168556b4179#code

BEP-20 Contract Code Audit — Vulnerabilities Checked

Vulnerability Tested Al Scan Human Review Result

Integer Overflow Complete Complete v Low / No Risk

Integer Underflow Complete Complete v Low / No Risk

Correct Token Standards Implementation Complete Complete v Low / No Risk

Timestamp Dependency for Crucial Functions Complete Complete v/ Low / No Risk

Exposed _Transfer Function Complete Complete v/ Low / No Risk

Transaction-Ordering Dependency Complete Complete v Low / No Risk

Unchecked Call Return Variable Complete Complete v/ Low / No Risk

Use of Deprecated Functions Complete Complete v Low / No Risk

Unprotected SELFDESTRUCT Instruction Complete Complete v Low / No Risk

State Variable Default Visibility Complete Complete v Low / No Risk

Deployer Can Access User Funds Complete Complete / Low / No Risk

The contract code is verified on BSCScan.

The vulnerabilities listed above were not found in the token’s Smart Contract.



Contract Code Audit — Contract Ownership

Contract Ownership has not been renounced at the time of Audit

The contract ownership is not currently
renounced.

We have placed the contract owner
address below for your viewing:

0xff6d35088a8748475e6fc508547ec9279f3e513b
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https://www.bscscan.com/address/0xff6d35088a8748475e6fc508547ec9279f3e513b

Contract Code Audit — Mint Functions
This Contract Cannot Mint New MTX Tokens.

We do understand that sometimes
mint functions are essential to the
functionality of the project. If a mint
function is ever listed we will have the
team clarify its use case for
transparency purposes.

This token contract does not have
a mint function for minting MTX
tokens.

(%)
2
c
-
O
2
)
Ll
-
2
=
|
=
(a]
>
<
[o ¥
(a]
o
o
-
O
<
o
[
=
©)
O




Contract Transaction Fees

At the time of Audit the transaction fees (“tax”) listed below are the fees associated with
trading. These fees are taken from every buy and sell transaction unless otherwise stated.

TOKENOMICS
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Website Part 1 — Overview
www.matrixprotocol.io

WELCOME TO MATRIX PROTOCOL

Above images are actual snapshots of the current live website of the project.

Website was registered on 07/29/2021, registration expires 07/29/2024.

This meets the 3 year minimum we like to see on new projects.

i
(o]
>
<
=
w
>
wl
-
(- 2]
o
=
(o]
2
<
o
o
-
==
w)
w
(o]
o7
=
(%]
(= 2]
w
=



http://www.matrixprotocol.io/

Website Part 2 — Checklist

Mobile Friendly
No JavaScript Errors

Spell Check

NN NN

SSL Certificate

The website contained no JavaScript errors. No typos, or grammatical errors were
present, and we found a valid SSL certificate allowing for access via https.

No additional issues were found on the website.
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Website Part 3 — Responsive HTMLS5 & CSS3

No issues were found on the Mobile
Friendly check for the website. All
elements loaded properly and browser
resize was not an issue. The team has put
a considerable amount of thought and
effort into making sure their website
looks great on all screens.

No JavaScript errors were found. No
issues with loading elements, code, or
stylesheets.

»

WELCOME TO
MATRIX
PROTOCOL
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Website Part 4 (GWS) — General Web Security

SSL CERTIFICATE

A valid SSL certificate was
found. Details are as follows:

Offered to: www.matrixprotocol.io
Issued by: Cloudflare Inc

Valid Until: 09/01/2022

CONTACT EMAIL

A valid contact email was
found on the official
website. Contact email is
listed as shown below:

Contact

hello@matrixprotocol.io

SPAM / MALWARE / POPUPS

No malware found

No injected spam found

No internal server errors
No popups found

Domain is marked clean by
Google, McAfee, Sucuri
Labs, & ESET




Social Media

We were able to locate a variety of Social Media networks for the project including Twitter,
Telegram, Reddit, Instagram and Facebook. All links have been conveniently placed below.

©

Twitter Telegram Reddit Instagram Facebook
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\/At least 3 social media networks were found.



https://twitter.com/Matrix_Protocol
https://t.me/matrix_protocol
https://www.reddit.com/r/matrix_protocol/
https://www.instagram.com/MatrixProtocol/
https://www.facebook.com/MatrixProtocolToken
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Top Token Holders

The top token holders at the time of the audit are shown below.

Click here to view the most up-to-date list of holders

Matrix Protocol Top 100 Token Holders

Source: BscScan.com

OTHER ACCOUNTS

0xda920352386e82dac93b21ced960e7eacefd99db )
0x90b4ff58e19f296b3e58775472332bbdc9188057 /
0x440324e5c103b5b5475f794e91b0f9be9be291df
0xc7840d08d89ccc012a4e40f148284a6625b1e7a0 —,_—_ =
0x94a306d7a0d906b539f37fd1c4762f4e46487ce7 7
0x43c9ab64461c924b0a811283e1c4b4549df26139
0xa4f906694368f27f0c794056a64ae646c75dfdf3 (PancakeSwap V2: MTX 58)

" 0x000000000000000000000000000000000000dead (Burn Address)
Oxffod35088a8748475e6fc508547ec9279f3e513b

Rank Address Quantity (Token) Percentage
1 Burn Address 602,666,273,714,016.311484608 60.2666%
2 Oxff6d35088a8748475e6fc508547ec9279f3e513b 150,784,975,541,969.0251887  15.0785%
3 PancakeSwap V2: MTX 58 33,133,585,849,742.956063825 3.3134%
4 0x43c9ab64461c924b0a811283e1c4b4549df26139 10,044,437,895,233.60519141 1.0044%
5 0x94a306d7a0d906b589f37fd1c4762f4e46487ce7 10,044,437,895,233.60519141 1.0044%



https://www.bscscan.com/token/tokenholderchart/0xe28832f94aa99d3ed4c61ef805330168556b4179
https://www.bscscan.com/token/0xe28832f94aa99d3ed4c61ef805330168556b4179?a=0x000000000000000000000000000000000000dead
https://www.bscscan.com/token/0xe28832f94aa99d3ed4c61ef805330168556b4179?a=0xff6d35088a8748475e6fc508547ec9279f3e513b
https://www.bscscan.com/token/0xe28832f94aa99d3ed4c61ef805330168556b4179?a=0xa4f906694368f27f0c794056a64ae646c75dfdf3
https://www.bscscan.com/token/0xe28832f94aa99d3ed4c61ef805330168556b4179?a=0x43c9ab64461c924b0a811283e1c4b4549df26139
https://www.bscscan.com/token/0xe28832f94aa99d3ed4c61ef805330168556b4179?a=0x94a306d7a0d906b589f37fd1c4762f4e46487ce7

Location Audit

The primary location for this project has been identified as Australia.
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Team Overview

v/ The founder of this project has been DessertDoxxed
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information about the team on the
website at this time. Projects may
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Roadmap

A roadmap was found on the official website, we have conveniently
placed it on this page for your viewing.

Phase 1:
* Token deveiopmentend-coding
* Website development and social medie
development
* Otiginst-NFeclicctionforpre-iounch-
* Semertcontroct-otdit

Phase 2:

= Admin-eppointment

* Website-jotunch

* Private sale — funds to be used for phase 1 pre-
faunch marketing

* Presale — whitelisted holders

* Presale launch

* Phase 1 markeling activaled Lo spread swareness
of MTX

* 8,000 Telegram members

* Social Media (crypto) influencer marketing

® Listing on Coingecko

& Listing on Coinmarketcap

* NFT Launch
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Disclaimer

The opinions expressed in this document are for general informational
purposes only and are not intended to provide specific advice or
recommendations for any individual or on any specific investment. It is only
intended to provide education and public knowledge regarding BSC projects.
This audit is only applied to the type of auditing specified in this report and the
scope of given in the results. Other unknown security vulnerabilities are beyond
responsibility. Dessert Finance only issues this report based on the attacks or
vulnerabilities that already existed or occurred before the issuance of this
report. For the emergence of new attacks or vulnerabilities that exist or occur in
the future, Dessert Finance lacks the capability to judge its possible impact on
the security status of smart contracts, thus taking no responsibility for them.
The smart contract analysis and other contents of this report are based solely
on the documents and materials that the contract provider has provided to
Dessert Finance or was publicly available before the issuance of this report
(issuance of report recorded via block number on cover page), if the documents
and materials provided by the contract provider are missing, tampered, deleted,
concealed or reflected in a situation that is inconsistent with the actual
situation, or if the documents and materials provided are changed after the
issuance of this report, Dessert Finance assumes no responsibility for the
resulting loss or adverse effects. Due to the technical limitations of any
organization, this report conducted by Dessert Finance still has the possibility
that the entire risk cannot be completely detected. Dessert Finance disclaims
any liability for the resulting losses.

Dessert Finance provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Even projects with a
low risk score have been known to pull liquidity, sell all team tokens, or exit-
scam. Please exercise caution when dealing with any cryptocurrency related
platforms.

The final interpretation of this statement belongs to Dessert Finance.

Dessert Finance highly advises against using cryptocurrencies as speculative
investments and they should be used solely for the utility they aim to provide.
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THANK YOU!

?
-
DESSERT FINANCE PROJECT A/UDIT HAS BEEN COMPLETED FOR MATRIX PROTOCOL (MTX) 1 DSRT HAS BEEN SENT TO

AUDITED PROJECT'S CONTRACT ADDRESS FOR VERIFICATION OF THIS AUDIT AFTER BLOCK NUMBER: 12486518

www.dessertswap.finance
https://t.me/dessertswap



http://www.dessertswap.finance/
https://t.me/dessertswap

