ERC-20 PROJECT & CONTRACT AUDIT / AUDIT PERFORMED BY DESSERT FINANCE

“ " DESSERT

MonkeyFi
ERC-20 Audit (BASE)

Performed at block 17194595

PERFORMED BY DESSERT FINANCE
FOR CONTRACT ADDRESS: NOT DEPLOYED

VERIFY THIS REPORTIN.THE @DESSERTSWAP TELEGRAM, CLICK HERE



https://t.me/dessertswap
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INITIAL DISCLAIMER

Dessert Finance provides due-diligence project audits for various projects. Dessert
Finance in no way guarantees that a project will not remove liquidity, sell off team
supply, or otherwise exit scam.

Dessert Finance does the legwork and provides public information about the project in
an easy-to-understand format for the common person.

Agreeing to an audit in no way guarantees that a team will not remove all liquidity
(“Rug Pull”), remove liquidity slowly, sell off tokens, quit the project, or completely exit
scam. There is also no way to prevent private sale holders from selling off their tokens.
It is ultimately your responsibility to read through all documentation, social media
posts, and contract code of each individual project to draw your own conclusions and
set your own risk tolerance.

Dessert Finance in no way takes responsibility for any losses, nor does Dessert Finance
encourage any speculative investments. The information provided in this audit is for
information purposes only and should not be considered investment advice. Dessert
Finance does not endorse, recommend, support, or suggest any projects that have
been audited. An audit is an informational report based on our findings, We
recommend you do your own research, we will never endorse any project to invest in.
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Contract Code Audit — Token Overview

Contract Name

MonekyFi

Compiler Version

70.8.20

Contract Deployer Address

N/A
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Contract Address

NOT DEPLOYED

Total Supply

1000000000

DEPLOYED?

No




ERC-20 Contract Code Audit — Overview

Dessert Finance was commissioned to perform an audit on MonkeyFi

Main Contract Name

» MonkeyFi

Solidity Version

« 70.8.20

R R S License
contract MonkeyF1i 1s

ERC20
ERC2@Burnable o UNLICENSED
ERC20Permit
Ownable Import Files

IERC2@MonkeyFi

« @openzeppelin/contracts/token/ERC20/ERC20.s0l

+ (@openzeppelin/contracts/token/ERC20/extensions/ERC20Burnable.sol
« @openzeppelin/contracts/token/ERC20/extensions/ERC20Permit.sol

; , 3¢ ‘ » @openzeppelin/contracts/access/Ownable.sol

CEX_LISTING AMOUNT 1 ¢ (@uniswap/v3-core/contracts/interfaces/IUniswapV3Pool.sol

uint BACKUP_RESERVE_AMOUNT /IERC20MonkeyFi.sol

uiat ipeivate = PRIVATE_SALE_AMOUNT « ./MonkeyFiVesting.sol
uint Y

TOTAL _SUPPLY 1 200 266
COMMUNITY AMOUNT

uint
uint
uint
uint
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Ownability
« Ownable: Ownable(initialOwner)

Modifiers

constant TREASURY_ ADDR

AL i

address ' A _AUDR = » onlyOwner

3 0 -ailk1 AN ~17
OX 30054 £ 181 oraescly

address public constant BACKUP_RESERVE_ADDR
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The contract code is not verified on BaseScan.




ERC-20 Contract Code Audit — Vulnerabilities Checked

Vulnerability Tested Al Scan Human Review Result

Compiler Errors Complete Complete v/ Low / No Risk

Outdated Compiler Version Complete Complete v/ Low / No Risk

Integer Overflow Complete Complete v Low / No Risk

Integer Underflow Complete Complete v/ Low / No Risk

Correct Token Standards Implementation Complete Complete v/ Low / No Risk

Timestamp Dependency for Crucial Functions Complete Complete v/ Low Risk

Exposed _Transfer Function Complete Complete v Low / No Risk

Transaction-Ordering Dependency Complete Complete v/ Low / No Risk

Unchecked Call Return Variable Complete Complete v/ Low / No Risk

Use of Deprecated Functions Complete Complete v/ Low / No Risk

Unprotected SELFDESTRUCT Instruction Complete Complete v/ Low / No Risk

State Variable Default Visibility Complete Complete v/ Low / No Risk

Deployer Can Access User Funds Complete Complete / Low / No Risk

The contract code is verified on BaseScan.

The vulnerabilities listed above were not found in the token’s Smart Contract.




Contract Code Audit — Contract Ownership

Contract Ownership has not been renounced at the time of Audit -
Project not deployed

The contract ownership is not
currently renounced. Project is not
deployed.

The address above has authority over the ownable
functions within the contract.

This allows the owner to call certain functions within
the contract. Any compromise to the owner wallet
may allow these privileges to be exploited.

We recommend:

-Establishing a Time-Lock with reasonable latency

-Assignment of privileged roles to multi-signature
wallets
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Contract Code Audit — Owner Accessible Functions

Function Name Parameters Visibility Audit Notes

init external onlyOwner modifier is detected. Owner can call this function if the contract is not renounced

setFees uint _buyFee, uint _sellFee external onlyOwner modifier is detected. Owner can call this function if the contract is not renounced

The functions listed above can be called by the contract owner.

e If contract ownership has been renounced there is no way for the above listed functions to be called.
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Liquidity Ownership — Locked / Unlocked

No locked liquidity information has been found.

X XK X XK XK X X

This page will contain links to locked liquidity for the project if we are able to locate that
information. Locked liquidity information was not found on the project’s website.



Contract Code Audit — Mint Functions

This Contract Cannot Mint New MonkeyFi Tokens.

We do understand that sometimes
mint functions are essential to the
functionality of the project.

A mint function was not found in
the contract code.
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Contract Transaction Fees

At the time of Audit the transaction fees (“tax”) listed below are the fees associated with
trading. These fees are taken from every buy and sell transaction unless otherwise stated.

Taxes (Buy And Sell) Amount: 3%
Product Development & Research 1%
Product Expansion Efforts 2%
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Website Part 1 — Overview
www.monkeyfi.io

‘ ; o Markets
trade the most
popular crypto
currencies, at ease. , 0.0286 UsoC

0.0342 ¢

0.0342 US

Wallets
0.034,, 3

- & EReee

Ethereum ET Solan.
. USD 63628.88 0 USD 3402.20 USD 155.74

uson ~ Monkey Fnance

— Tother / M .
® uso1.00 W) usp NaN a

Above images are actual snapshots of the current live website of the project.

Website was registered on 08-22-2022, registration expires 08-22-2024.

X This meets the 3 year minimum we like to see on new projects.
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Website Part 2 — Checklist

Mobile Friendly
No JavaScript Errors

Spell Check

NN NN

SSL Certificate

The website contained no JavaScript errors. No typos, or grammatical errors were
present, and we found a valid SSL certificate allowing for access via https.

No additional issues were found on the website.
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Website Part 3 — Responsive HTMLS5 & CSS3

No issues were found on the Mobile
Friendly check for the website. All
elements loaded properly and browser
resize was not an issue. The team has put
a considerable amount of thought and
effort into making sure their website
looks great on all screens.

No severe JavaScript errors were found.
No issues with loading elements, code, or
stylesheets.

A ) MONKE Y|

trade the most
popular crypto
currencies, at ease.
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Website Part 4 (GWS) — General Web Security

SSL CERTIFICATE
A valid SSL certificate was

found. Details are as follows:

Offered to: monkeyfi.io
Issued by: R3

Valid Until: Aug 2024

CONTACT EMAIL

A valid contact email was
found on the official
website. Contact email is
listed as shown below:

Contact

info@monkeyfi.io

SPAM / MALWARE / POPUPS

No malware found

No injected spam found

No internal server errors
No popups found

Domain is marked clean by
Google, McAfee, Sucuri
Labs, & ESET




Social Media

We were able to locate a variety of Social Media networks for the project.

All links have been conveniently placed below.

|
Twitter Telegram Instagram
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\/ At least 3 social media networks were found.



https://t.me/MonkeyFinance
https://t.me/MonkeyFinance
https://www.instagram.com/monkeyfi.io/

Top Token Holders

The top token holders at the time of the audit are shown below.

Click here to view the most up-to-date list of holders

PROJECT IS NOT LAUNCHED
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dessertswap.finance

Location Audit

We were unable to identify a primary location for the project at this
time or a location has not been declared.
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Team Overview

Team information has been found and is shown below.

Organization and Management

The right combination of professionals in the MonkeyFi team has allowed each of us to blend our
strengths in developing a much needed product through seamless collaboration.

SEB %{}E W Coolio @ '8
Founder and CEO 7\ o Head Of Technology

@ Dream Forest Verified » @ Dream Forest Verified

Mikey Moon &g 9 Ces &
Designer Head of Communications
@ Dream Forest Verified M‘\ @ Dream Forest Verified
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ROADMAP

a social interactive exchange

PROPOSED
TIMELINE

initial Development

and Branding

Croste e Sechncal Bluaprnt for the platior=,

QUL oy 93t ret and lunctionaitas

Assermiie 8 core Yeam of experts in biockchan
wehnoiogy, france. snd softeers Seveicoment

(Q3 2023)
Beta Version and Feedback

Launch Dot varscn of Monkey™i 10 8 9roup of Loas
for Seting and feedback Coliect and snafyoe uner
SEECac 10 MRS NACELSETY IDrDwermenty and
ePancements 10 Te iatform

(Q1-Q2 2024) +
Feature Expansion

Procuce 303tonal features such as socal profies
Sadges. and topeg system Develop and laurch &
motie verscn of Moriey® | 1D Drowae Csers et
FCOEN 0N P O

(Q1 2023) »

Roadmap

14

Concept and Planning

Formulate e e for MonkeyFU0 | 3 Wet-3
CRntraiaed Exchange platioom Kisoranng
OO0 NI0ACTON 30D TAng.  Asserrdie »
COre am of ex2erts I SIOCEThan WChnoiogy
DrOduct Qe &0 sftwire Sevelopmert

(02 2023)
Alpha Version Release

Developma—s of g alpha versor of
Moraeyf focusng on oore features such
=5 vadng raaclace, user regsanon, wd
Sac SO T acTon OO

(Q4 2023)
Official Beta Launch ‘

Putiicly launch: T Doty wruon of Morkey®
g Tt Dulcing a0 ONEne CommUrsty
eough 3ocal meda channe's, forure. and
Ay ENgI0NTHNE ITTVEES.

A roadmap was found on the official website, we have conveniently
placed it on this page for your viewing.

a social interactive exchange

PROPOSED
TIMELINE

(Q3 2024) «
Base Network Token Launch
and Feature Expansion

Offcaly Bunch the Ease NotTwork stien 1080eng
Tw pre-sale making & avalabie for Yading on the
MorkeyFl platform Expand oducational Oonteres,
NCiuding Ytorais. webnars, and gudes o heip wers
urderstard Def and tading

(Q1 2025) »
Scaling and Innovation

Erprcre CCOONADEE 10 $x0end Moreny ¥y
PrESAnce in Ntw Martens and regors. Coranucusly
NOOVESS Dy 3030g rew 1eatiuees and Nurctonaltes
02300 ON eMErgNg MeNAS INJ LT NEOAT

15

(Q3 2024)
Base Network
Token Pre-Sale

Hos 2 pro-saie evere for the B&ﬂ Network 0ken
on e MOrkey™ plarionm, Jloweng early
PWeSiors 10 sartogaie anS 3UNDort the Drosect.

(Q3-Q4 2024)
Growth and Optimization

Foous On e ACTUTECN 3N 1ETe 00N
SUMAgSS 10 row The user Dase. HOoS! virtus
VNt Chalierges, and COMEROTONS 10 WD 1Ne
ComITLtY ONQa00C aNd At

Future Horizons

Tree jcurney of Monkey & st Degnaang, with

SANS POSSDENSS and 4509 NORONS watng
10 be exgiored. Sty tuned for e next excitng
Sevelcpmerty)
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Disclaimer

The opinions expressed in this document are for general informational
purposes only and are not intended to provide specific advice or
recommendations for any individual or on any specific investment. It is only
intended to provide education and public knowledge regarding projects. This
audit is only applied to the type of auditing specified in this report and the scope
of given in the results. Other unknown security vulnerabilities are beyond
responsibility. Dessert Finance only issues this report based on the attacks or
vulnerabilities that already existed or occurred before the issuance of this
report. For the emergence of new attacks or vulnerabilities that exist or occur in
the future, Dessert Finance lacks the capability to judge its possible impact on
the security status of smart contracts, thus taking no responsibility for them.
The smart contract analysis and other contents of this report are based solely
on the documents and materials that the contract provider has provided to
Dessert Finance or was publicly available before the issuance of this report
(issuance of report recorded via block number on cover page), if the documents
and materials provided by the contract provider are missing, tampered, deleted,
concealed or reflected in a situation that is inconsistent with the actual
situation, or if the documents and materials provided are changed after the
issuance of this report, Dessert Finance assumes no responsibility for the
resulting loss or adverse effects. Due to the technical limitations of any
organization, this report conducted by Dessert Finance still has the possibility
that the entire risk cannot be completely detected. Dessert Finance disclaims
any liability for the resulting losses.

Dessert Finance provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Even projects with a
low risk score have been known to pull liquidity, sell all team tokens, or exit-
scam. Please exercise caution when dealing with any cryptocurrency related
platforms.

The final interpretation of this statement belongs to Dessert Finance.

Dessert Finance highly advises against using cryptocurrencies as speculative
investments and they should be used solely for the utility they aim to provide.
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THANK YOU!

FINANCE P’RQJ,E‘CT AUDIT HAS BEEN COMPLETED FOR MONKEYFI AT BLOCK NUMBER: 17194595
THIS AUDIT IS ONLY VALID IF VIEWED ON HTTPS://WWW.DESSERTSWAP.FINANCE

www.dessertswap.finance
https://t.me/dessertswap



http://www.dessertswap.finance/
https://t.me/dessertswap
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