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BEP-20 Audit
Performed at block 21931859
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PERFORMED BY DESSERT FINANCE
FOR CONTRACT ADDRESS: Ox958Fac5AEO04bES535093eddcl98a9e6850266EQ07f




(%]
-
=
O
>
o
=
-
-
<
2
w
-
O
<
o
[
2
o
O
o
(o]
o
i
(o]

INITIAL DISCLAIMER

Dessert Finance provides due-diligence project audits for various projects. Dessert
Finance in no way guarantees that a project will not remove liquidity, sell off team
supply, or otherwise exit scam.

Dessert Finance does the legwork and provides public information about the project in
an easy-to-understand format for the common person.

Agreeing to an audit in no way guarantees that a team will not remove all liquidity
(“Rug Pull”), remove liquidity slowly, sell off tokens, quit the project, or completely exit
scam. There is also no way to prevent private sale holders from selling off their tokens.
It is ultimately your responsibility to read through all documentation, social media
posts, and contract code of each individual project to draw your own conclusions and
set your own risk tolerance.

Dessert Finance in no way takes responsibility for any losses, nor does Dessert Finance
encourage any speculative investments. The information provided in this audit is for
information purposes only and should not be considered investment advice. Dessert
Finance does not endorse, recommend, support, or suggest any projects that have
been audited. An audit is an informational report based on our findings, We
recommend you do your own research, we will never endorse any project to invest in.
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Contract Code Audit — Token Overview

Contract Name

RoboSquid

Compiler Version

v0.8.7+commit.e28d00a7

Contract Deployer Address

O0xF71caeAD8e7fe1740327726A11Ea7F4800ACC613

N
~

Contract Address

O0X958FAC5AE04BE535093EDDC198A9E6850266E07F

Total Supply

1,000,000,000,000,000
ROBOSQUID

Decimals

8




BEP-20 Contract Code Audit — Overview

Dessert Finance was commissioned to perform an audit on RoboSquid (ROBOSQUID)

Contract Address
0x958Fac5AEQ04bE535093eddc198a9e6850266E07f

TokenTracker
RoboSquid (ROBOSQUID)

Contract Creator
0xf71caead8e7fe1740327726a11ea7f4800acc613

Source Code
Contract Source Code Verified

Contract Name
RoboSquid

Other Settings
default evmVersion, Un

Compiler Version
v0.8.7+commit.e28d00a7

Optimization Enabled
Yes with 200 runs

Code is truncated to fit the constraints of this document.
The code in its entirety can be viewed here.
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The contract code is verified on BSCScan.



https://bscscan.com/address/0x958Fac5AE04bE535093eddc198a9e6850266E07f#code

BEP-20 Contract Code Audit — Vulnerabilities Checked

Vulnerability Tested Al Scan Human Review Result

Compiler Errors Complete Complete v Low / No Risk

Outdated Compiler Version Complete Complete v Low / No Risk

Integer Overflow Complete Complete v Low / No Risk

Integer Underflow Complete Complete v/ Low / No Risk

Correct Token Standards Implementation Complete Complete v Low / No Risk

Timestamp Dependency for Crucial Functions Complete Complete v/ Low / No Risk

Exposed _Transfer Function Complete Complete v/ Low / No Risk

Transaction-Ordering Dependency Complete Complete v/ Low / No Risk

Unchecked Call Return Variable Complete Complete v/ Low / No Risk

Use of Deprecated Functions Complete Complete v/ Low / No Risk

Unprotected SELFDESTRUCT Instruction Complete Complete v/ Low / No Risk

State Variable Default Visibility Complete Complete v/ Low / No Risk

Deployer Can Access User Funds Complete Complete / Low / No Risk

The contract code is verified on BSCScan.

The vulnerabilities listed above were not found in the token’s Smart Contract.




Contract Code Audit — Contract Ownership

Contract Ownership has not been renounced at the time of Audit

The contract ownership is not
currently renounced.

We have placed the contract
owner address below for your
viewing:

Ox8bfbf244fbd2aa0a56b79a50b23bcda5e348254f

The address above has authority over the ownable
functions within the contract.

This allows the owner to call certain functions within
the contract. Any compromise to the owner wallet
may allow these privileges to be exploited.

We recommend:
-Establishing a Time-Lock with reasonable latency

-Assignment of privileged roles to multi-signature
wallets
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https://bscscan.com/address/0x8bfbf244fbd2aa0a56b79a50b23bcda5e348254f

Contract Code Audit — Owner Accessible Functions

Function Name Parameters Visibility Audit Notes

onlyOwner modifier is detected, Owner can call this function

contract 18 not renounced

. public onlyOwner modifier is detected. Owner can call this function if’
transferOwnership address 5 :
virtoal countract is not rénounced.

, ) . . onlyOwner modifier 1s detected. Owner can call this function
exclodeFromReward address account
enounced

== onlyOwner modifi ected. Owner can call this function
mcludeinRew addres: gxternal
trac! 15 not renounced

onlyOwner modifier 1s detected. Owner can call this function
excludeFrom} ress acconunt
contract 15 not renounced

onlyOwner modifier 15 detected. Owner can call tius function
inciudelnFee account public
contract 18 not repounced

CERASIYgaL onlyOwner modifi ; ted. Owner can call thus function
setTaxFeePer \ external . S
ict 15 not renounced

o onlvOwner modifier 1s detected, Owner can call this function
tLagqudity} w256 hquidityFee
- y contract 15 not renounced

y onlyOwner modifier 18 detected. Owner can call this function
w256 maxTxPercent "
¢l 18 not renounced

. onlvOwner modifier 1s detected. Owner can call this function
addBolToBlack] st address accoum external *
contract 18 not renounced

: onlyOwner modifier is detected. Owner can call this function
oveBotFromBlackl ist 5§ account :
contract 18 not renoun

. - ¢ ) ; ’ onlyOwner modifier s detected. Owner can call this function
setSwapAndLiquifyEnabled bool _enabled public
contract is nol renounced

o onlyOwner modifier is detected. O can call this function
setBuy uimnt2 56 buvTaxFee Y external
¢t is not renounced

o ~&f & onlyOwner modifier is detected. Owner can call this function
etSellFee 256 2 e e external
coptract 1 not renounced.

. S address, be enable, umt256 address L wnt256 onfvOwner modifier 1s detected. Owner can call this function
setAddressiee ernnl
addressLiquidityFee contract is not renounced

5, bool enable, uM256 addre wnt256 onlyOwner { s detected. Owner can call thus function
setBuyAddressFes . external -
. essLiquidityFee contract 18 not renounced

address, bool _enable, unt256 addressTaxFee, wnt256 onlyOwner modifier 1s detected. Owner can call thus function

essLaguidityFee - 1C1 1% not renotnced

. onlyOwner s detected, Owner can call this function
rescueBNB \ 6 wertAmount external
1wl 15 not renounced

s 2 2 | thus function
rescueBEP20 tokenAdd, mint256 amount external
contract 1 not renounced

The functions listed above can be called by the contract owner.

If contract ownership has been renounced there is no way for the above listed functions to be called.



(o]
w
E=
O
o
-
2
>
S~
o
i
4
O
o
-
|
Q.
=
(%]
o
w
2
=
o
>
=
(o]
o
g
|

Liquidity Ownership — Locked / Unlocked

No locked liquidity information has been found.

X XK X XK XK X X

This page will contain links to locked liquidity for the project if we are able to locate that
information. Locked liquidity information was not found on the project’s website.



Contract Code Audit — Mint Functions
This Contract Cannot Mint New ROBOSQUID Tokens.

We do understand that sometimes
mint functions are essential to the
functionality of the project.

A mint function was not found in
the contract code.

(%)
2
c
-
O
2
)
Ll
-
2
=
|
=
(a]
>
<
[o ¥
(a]
o
o
-
O
<
o
[
=
©)
O




(%)
(78]
(O8]
L
2
S
[
S
<
(%)
2
<
o
[
[
S
<
o
[
2
o
O

Contract Transaction Fees

At the time of Audit the transaction fees (“tax”) listed below are the fees associated with
trading. These fees are taken from every buy and sell transaction unless otherwise stated.

-

BUYBACK.S,
MARKETING,

AJTO LIQUIDITY
=

RE-[FLE-CTION.S

Zﬂf

R

AUTOMATIC
PASSIVE- BURN

MANY BUYBACK.S!
MA_S.SIVE-

MARKETING !

STRONG, LIQUIDITY!

RE-DISTRIBUTE-D TO
ALL HOLDE-RS WITH
E-VE-RY
TRAN-SACTION:!

SUPPLY WILL BE
BURNE-D
AUTOMATICALLY WITH
E-VE-RY TRAN-SACTION!

—+

BUY TAX 67

e

—

SELL TAX 87




Website Part 1 — Overview
www.robosquid.io

ADOUT  TOKG-NOMICS DOCUMGNES ROADMAP SOCILS STNONG NPT PO GAMG-  LOTTE-RY

Above images are actual snapshots of the current live website of the project.

Website was registered on 09/17/2022, registration expires 09/17/2023.

X This meets the 3 year minimum we like to see on new projects.
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http://www.robosquid.io/

Website Part 2 — Checklist

Mobile Friendly
No JavaScript Errors

Spell Check

NN NN

SSL Certificate

The website contained no JavaScript errors. No typos, or grammatical errors were
present, and we found a valid SSL certificate allowing for access via https.

No additional issues were found on the website.
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Website Part 3 — Responsive HTML5 & CSS3

roBo.SQUID

No issues were found on the Mobile
Friendly check for the website. All
elements loaded properly and browser
resize was not an issue. The team has put
a considerable amount of thought and
effort into making sure their website
looks great on all screens.

No severe JavaScript errors were found.
No issues with loading elements, code, or
stylesheets.
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Website Part 4 (GWS) — General Web Security

SSL CERTIFICATE
A valid SSL certificate was

found. Details are as follows:

Offered to: robosquid.io
Issued by: R3

Valid Until: 12/20/2022

CONTACT EMAIL

A valid contact email was
found on the official
website. Contact email is
listed as shown below:

Contact

contact@robosquid.io

SPAM / MALWARE / POPUPS

No malware found
No injected spam found
No internal server errors

No popups found

Domain is marked clean by
Google, McAfee, Sucuri
Labs, & ESET




Social Media

We were able to locate a variety of Social Media networks for the project.

All links have been conveniently placed below.

&

Twitter Telegram TikTok Reddit Discord Facebook Instagram

\/At least 3 social media networks were found.
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http://twitter.com/RoboSquidToken
http://tiktok.com/@robosquidtoken
http://t.me/RoboSquidToken
http://reddit.com/r/RoboSquidToken
http://discord.gg/PbmqJyg9Nu
http://facebook.com/RoboSquidToken
http://instagram.com/robosquidtoken

Top Token Holders

The top token holders at the time of the audit are shown below.

Click here to view the most up-to-date list of holders

RoboSquid Top 100 Token Holders

Source: BscScan.com

OTHER ACCOUNTS \

k

0x8bfbf244fbd2aa0a56b79a50b23bcda5e348254f
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https://bscscan.com/token/tokenholderchart/0x958fac5ae04be535093eddc198a9e6850266e07f

Location Audit

The primary location for the project has been declared to be USA.
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Team Overview

The following information about the team has been found on the projects website.

LET Us INTRODUCE- YOU TO THE- TE-AM THAT WILL MAKE- IT ALL HAPPEN!

el oNoNo

= . ]
| 2w poxgpone| | DOKET | | LE-CRIX7 |

TEAM OVERVIEW

« FoUNDER & MAN DEY
* CRYPTO ENTHUSIA.ST
« WELL KNowN FROM

OTHER BIG AND
sUccessEUL
PROJE-CTS

« TRUSTRUL, LEqT &

SMART

« PALS LARGE- SUMS ofF

mMopEY FOR ENormous
MARKETING

* LOVE-D BY THE-

COMMUNITY

* SOCIAL ME-DIA/COMMUNITY

MANAGER

» THE- CHARMING,

ENGLLSHMAN

» DAY | CORGTEAM ME-MBGER
» ALSO KNowN FRoM oUR

AMAS

« THE- HOT AND FRI-NDLY

LADY IN oUR TEAM

« ALMOST 24 H

AVAILABLE- FOR THE
COMMUNITY

« kNows AN ANsSweR TO

eveRyTHING

« MAIN MOD, ENGLLSH

AND spaNLSH GRoURs

« 0UR SPIRITE-D

SPANLSH TORE-RO

« YOU CAN ALWAYLS RE-LY

ON HIM

HIGHLY INTE-LUIGENT
* HAS A DOCTORAL

DE-GREE- IN COMPUTER
SciE-NcE

* SOLVES THE MOST

DIFFCULT PROGRAMMING

TASKS




Roadmap

A roadmap was found on the official website, we have conveniently
placed it on this page for your viewing.
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Disclaimer

The opinions expressed in this document are for general informational
purposes only and are not intended to provide specific advice or
recommendations for any individual or on any specific investment. It is only
intended to provide education and public knowledge regarding projects. This
audit is only applied to the type of auditing specified in this report and the scope
of given in the results. Other unknown security vulnerabilities are beyond
responsibility. Dessert Finance only issues this report based on the attacks or
vulnerabilities that already existed or occurred before the issuance of this
report. For the emergence of new attacks or vulnerabilities that exist or occur in
the future, Dessert Finance lacks the capability to judge its possible impact on
the security status of smart contracts, thus taking no responsibility for them.
The smart contract analysis and other contents of this report are based solely
on the documents and materials that the contract provider has provided to
Dessert Finance or was publicly available before the issuance of this report
(issuance of report recorded via block number on cover page), if the documents
and materials provided by the contract provider are missing, tampered, deleted,
concealed or reflected in a situation that is inconsistent with the actual
situation, or if the documents and materials provided are changed after the
issuance of this report, Dessert Finance assumes no responsibility for the
resulting loss or adverse effects. Due to the technical limitations of any
organization, this report conducted by Dessert Finance still has the possibility
that the entire risk cannot be completely detected. Dessert Finance disclaims
any liability for the resulting losses.

Dessert Finance provides no guarantees against the sale of team tokens or the
removal of liquidity by the project audited in this document. Even projects with a
low risk score have been known to pull liquidity, sell all team tokens, or exit-
scam. Please exercise caution when dealing with any cryptocurrency related
platforms.

The final interpretation of this statement belongs to Dessert Finance.

Dessert Finance highly advises against using cryptocurrencies as speculative
investments and they should be used solely for the utility they aim to provide.
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THANK YOU!

E PROJECT :AUDJ’I' HAS BEEN COMPLETED FOR ROBOSQUID (ROBOSQUID) AT BLOCK NUMBER: 21931859
THIS AUDIT IS ONLY VALID IF VIEWED ON HTTPS://WWW.DESSERTSWAP.FINANCE

www.dessertswap.finance
https://t.me/dessertswap



http://www.dessertswap.finance/
https://t.me/dessertswap

